4) Washington State Department of

’Enterprise Services

PARTICIPATING ADDENDUM
NASPO VALUEPOINT

INFORMATION SECURITY SERVICES

Administered by the State of Idaho (hereinafter “Lead State”)

MASTER AGREEMENT
Master Agreement No: MA20220112-04

MGT of America Consulting, LLC
(hereinafter “Contractor”)

and

State of Washington
(hereinafter “Participating State”)

WASHINGTON CONTRACT No.: 01220

This Participating Addendum for the above referenced Master Agreement (“Participating Addendum”) is
made and entered into by and between the State of Washington acting by and through the Department
of Enterprise Services, a Washington State governmental agency (“Enterprise Services”) and MGT of
America Consulting, LLC, a Florida limited liability company (“Contractor”) and is dated and effective as of
May 1, 2023.

RECITALS

A. Pursuant to Legislative authorization codified in RCW 39.26.060, Enterprise Services, on
behalf of the State of Washington, is authorized to participate in cooperative purchasing
agreements to develop master agreements to procure goods and/or services and to make
such competitively solicited and awarded contracts available to Washington state
agencies and designated eligible purchasers consistent with terms and conditions set
forth by Enterprise Services.

B. Enterprise Services timely provided public notice of the competitive solicitation process
conducted by the above-referenced lead state through Washington’s Electronic Business
Solutions (WEBS) system.

C. The above-referenced Lead State, as part of its competitive solicitation process, evaluated
all responses to its procurement and identified Contractor as an apparent successful
bidder and awarded a Master Agreement to Contractor.

D. Enterprise Services has determined that participating in this Master Agreement is in the
best interest of the State of Washington.

E. The purpose of this Participating Addendum is to enable eligible purchasers, as defined
herein, to utilize the Master Agreement as conditioned by this Participating Addendum.
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AGREEMENT

Now THEREFORE, in consideration of the mutual promises, covenants, and conditions set forth herein, the
parties hereto hereby agree as follows:

1.

3.

ScoPe: This Participating Addendum covers the competitive procurement for Information Security
Services led by the State of Idaho for use by state agencies and other entities located in the
Participating State authorized by that state’s statutes to utilize state contracts with the prior approval
of the State’s chief procurement official.

e CATEGORY 3: Breach Coach Services

PARTICIPATION: Use of specific NASPO ValuePoint cooperative contracts by agencies, political
subdivisions and other entities (including cooperatives) authorized by an individual state’s statutes to
use state contracts are subject to the prior approval of the respective State chief procurement official.
Issues of interpretation and eligibility for participation are solely within the authority of the State chief
procurement official. Pursuant to this Participating Addendum, the Master Agreement may be utilized
by the following (“Purchasing Entities” or “Purchasers”):

o WASHINGTON STATE AGENCIES. All Washington state agencies, departments, offices, divisions,
boards, and commissions.

e WASHINGTON STATE INSTITUTIONS OF HIGHER EDUCATION (COLLEGES). Any the following specific
institutions of higher education in Washington:
= State universities —i.e., University of Washington & Washington State University;

= Regional universities — i.e., Central Washington University, Eastern Washington
University, & Western Washington University

= Evergreen State College;
= Community colleges; and
= Technical colleges.
o CONTRACT USAGE AGREEMENT PARTIES. The Master Agreement also may be utilized by any of the

following types of entities that have executed a Contract Usage Agreement (CUA) with
Enterprise Services:

= Political subdivisions (e.g., counties, cities, school districts, public utility districts,
ports) in the State of Washington;

= Federal governmental agencies or entities;

= Public-benefit nonprofit corporations (i.e., § 501(c)(3) nonprofit corporations that
receive federal, state, or local funding); and

= Federally-recognized Indian Tribes located in the State of Washington.

By placing an order under this Participating Addendum, each Purchasing Entity agrees to be bound by
the terms and conditions of this Participating Addendum, including the Master Agreement. Each
Purchasing Entity shall be responsible for its compliance with such terms and conditions.

PARTICIPATING STATE MODIFICATIONS OR ADDITIONS TO MASTER AGREEMENT:
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3.1. WASHINGTON’S ELECTRONIC BUSINESS SOLUTIONS (WEBS) SYSTEM: Within seven (7) days of
execution of this Participating Addendum, Contractor shall register in the Washington State
Department of Enterprise Services’ Electronic Business Solutions (WEBS) System at WEBS.
Contractor shall ensure that all of its information therein is current and accurate and that,
throughout the term of the Master Agreement, Contractor shall maintain an accurate
profile in WEBS.

3.2. WASHINGTON'S STATEWIDE PAYEE DESK: To be paid for contract sales, Contractors must register
with Washington’s Statewide Payee Desk. Washington state agencies cannot make
payments to a contractor until it is registered. Registration materials are available here:
Receiving Payment from the State.

3.3. CONTRACT SALES REPORTING: Contractor shall report total contract sales quarterly to
Enterprise Services, as set forth below.

(a) REPORTING. Contractor shall report quarterly Contract sales in Enterprise Services’
Contract Sales Reporting System. Enterprise Services will provide Contractor with a
login password and a vendor number.

(b) DATA. Each sales report must identify every authorized Purchasing Entity by name as
it is known to Enterprise Services and its total combined sales amount invoiced during
the reporting period (i.e., sales of an entire agency or political subdivision, not its
individual subsections). The “Miscellaneous” option may be used only with prior
approval by Enterprise Services. Upon request, Contractor shall provide contact
information for all authorized Purchasing Entities specified herein during the term of
this Participating Addendum. Refer sales reporting questions to the Primary Contact
set forth below. If there are no contract sales during the reporting period, Contractor
must report zero sales.

(c) DuUE DATES FOR CONTRACT SALES REPORTING. Quarterly Contract Sales Reports must be
submitted electronically by the following deadlines for all sales invoiced during the
applicable calendar quarter:

QUARTER
CALENDAR QUARTER ENDING DUE By PAST DUE
1 January 1 - March 31 April 30 May 1
2 April 1 —June 30 July 31 August 1
3 July 1 - September 30 October 31 November 1
4 October 1 — December 31 | January 31 February 1

3.4. VENDOR MANAGEMENT FEE: Contractor shall pay to Enterprise Services a vendor management
fee (“VMF”) of 1.5 percent on the purchase price for all contract sales (the purchase price is
the total invoice price less applicable sales tax) authorized by this Participating Addendum.

(a) The sum owed by Contractor to Enterprise Services as a result of the VMF is calculated
as follows:

Amount owed to Enterprise Services = Total contract sales invoiced (not
including sales tax) x .0150.

(b) The VMF must be rolled into Contractor’s current pricing. The VMF must not be
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shown as a separate line item on any invoice unless specifically requested and
approved by Enterprise Services.

(c) Enterprise Services will invoice Contractor quarterly based on contract sales reported
by Contractor. Contractor shall not remit payment until it receives an invoice from
Enterprise Services. Contractor’s VMF payment to Enterprise Services must reference
the following:

=  This Washington Contract No.: 01220
=  The NASPO Master Agreement No.: MA20220112-04
= The year and quarter for which the VMF is being remitted, and

=  Contractor’s name as set forth in this Contract, if not already included on the
face of the check.

(d) Contractor’s failure accurately and timely to report total net sales, to submit timely
usage reports, or to remit timely payment of the VMF to Enterprise Services, may be
cause for Enterprise Services to suspend or terminate this Participating Addendum or
exercise any other remedies as provided by law.

(e) Enterprise Services reserves the right, upon thirty (30) days advance written notice,
to increase, reduce, or eliminate the VMF for subsequent purchases.

(f) For purposes of the VMF, the parties agree that the initial management fee is included
in the pricing. Therefore, any increase or reduction of the management fee must be
reflected in contract pricing commensurate with the adjustment.

3.5. CONTRACTOR REPRESENTATIONS AND WARRANTIES: Contractor makes each of the following
representations and warranties as of the effective date of this Participating Addendum and
at the time any order is placed pursuant to the Master Contract. If, at the time of any such
order, Contractor cannot make such representations and warranties, Contractor shall not
process any orders and shall, within three (3) business days notify Enterprise Services, in
writing, of such breach.

(a) WAGE VIoLATIONS. Contractor represents and warrants that, during the term of this
Master Contract and the three (3) year period immediately preceding the award of
the Master Contract, it is not determined, by a final and binding citation and notice of
assessment issued by the Washington Department of Labor and Industries or through
a civil judgment entered by a court of limited or general jurisdiction, to be in willful
violation of any provision of Washington state wage laws set forth in RCW 49.46,
49.48, or 49.52.

(b) CiviL RIGHTS. Contractor represents and warrants that Contractor complies with all
applicable requirements regarding civil rights. Such requirements prohibit
discrimination against individuals based on their status as protected veterans or
individuals with disabilities, and prohibit discrimination against all individuals based
on their race, color, religion, sex, sexual orientation, gender identity, or national
origin.

(c) EXEcuTivE ORDER 18-03 — WORKERS' RIGHTS (MANDATORY INDIVIDUAL ARBITRATION).
Contractor represents and warrants that Contractor does NOT require its employees,
as a condition of employment, to sign or agree to mandatory individual arbitration
clauses or class or collective action waivers. Contractor further represents and
warrants that, during the term of this Participation Agreement, Contractor shall not,
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as a condition of employment, require its employees to sign or agree to mandatory
individual arbitration clauses or class or collective action waivers.

(d) OCIO POLICY & SECURITY COMPLIANCE: Contractor represents and warrants that it
shall comply with the Washington Office of the Chief Information Officer (OCIO)
statewide information technology policies 141.10 — Securing Information Technology
Assets Standards and 188 - Accessibility, as applicable, for Purchasing Entity and for
Contractor’s Service(s) procured by Purchasing Entity. Such policies are located on
the OCIO website at https://ocio.wa.gov/policies. Prior to final execution of a
Washington State Agency’s Order with a Contractor, the Contractor’s Service(s), as
implemented by the Washington State Agency, may be subject to a security design
review performed by Washington Consolidated Technology Services to ensure
compliance with OCIO Policy 141.10 - Securing Information Technology Assets
Standards.

3.6. COMPLIANCE WITH LAwW; TAXES, LICENSES, & REGISTRATION: Contractor shall comply with
applicable law. Prior to making any sales hereunder, if Contractor is not already registered,
Contractor shall register to conduct business in the State of Washington and promptly
acquire and maintain all necessary licenses and registrations and pay all applicable taxes
and fees. In addition, for all sales to Purchasers in the State of Washington, if Contractor
does not currently do so, Contractor shall calculate, collect, and remit, as appropriate, the
applicable state and local sales tax on all invoices.

3.7. CONTRACTOR’S SALES AUTHORITY; PURCHASE ORDERS; & INVOICES:

(a) CONTRACTOR’S SALES AUTHORITY. Pursuant to this Participating Addendum, Contractor is
authorized to provide only those goods/services set forth in the Master Agreement as
conditioned by this Participating Addendum. Contractor shall not represent to any
Purchaser hereunder that it has any authority to sell any other materials, supplies,
services and/or equipment.

(b) INnvoIcES. Contractor must provide a properly completed invoice to Purchaser. All
invoices are to be delivered to the address indicated in the purchase order. Each
invoice must include the:

=  Washington Contract Number 01220

= Lead State Master Agreement Number MA20220112-04;

= Contractor’s statewide vendor registration number assigned by the
Washington State Office of Financial Management (OFM); and

a. Applicable Purchaser’s order number.

b. Invoices must be prominently annotated by the Contractor with all
applicable volume discount(s).

3.8. PURCHASE ORDER MASTER CONTRACT & MASTER AGREEMENT NUMBER REQUIREMENT: All purchase
orders issued by Purchasing Entities pursuant to this Participating Addendum shall include
both the Participating State contract number 01220 and the Lead State Master Agreement
Number MA20220112-04.

3.9. INTELLECTUAL PROPERTY: Allintellectual property rights in all works or supplies provided under
this Participating Addendum which are written or produced on a customized basis,
including, without limitation, all future such rights when the said works are created, shall be
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owned by Purchaser and Contractor shall ensure that it executes all documents necessary
to effect such ownership. Where Contractor provides pre- Existing intellectual property right
protected material to the Purchaser under this Participating Addendum it shall disclose this
to Purchaser, warrant it has the right to do so and shall fully indemnify and hold harmless
against all loss or liability arising from any third party intellectual property rights claims
arising both from such existing material and in relation to any such bespoke work. Except as
provided above, both parties retain ownership of their pre-existing intellectual property
right protected material.

4. LEASE AGREEMENTS: Not applicable.

5. PRIMARY CONTACTS: The primary contact individuals for this Participating Addendum are as follows (or
their named successors):

Participating State Contractor
Attn: Stacia Wasmundt Attn: John Carrozza
State of Washington 4320 West Kennedy Blvd

Washington Dept. of Enterprise Services Tel: (224) 805-1368
PO Box 41411
Olympia, WA 98504-1411

Tel: (360) 280-3672
Email: Stacia.Wasmundt@des.wa.gov

Email: contracts@mgtconsulting.com

6. SUBCONTRACTORS: Except for subcontracts with Contractor’s designated subcontractors (“Designated
Subcontractors”), Contractor shall not subcontract, assign, or otherwise transfer its obligations under
the Master Agreement and this Participating Addendum without Enterprise Services’ prior written
consent. Violation of this condition shall constitute a material breach establishing grounds for
termination of this Participating Addendum.

e SUBCONTRACTOR AUTHORIZATION. Contractor is authorized, without additional Participating
State consent, to utilize its Designated Subcontractors to provide sales and service support to
Purchasers hereunder; provided, however, that such participation shall be in accordance with
the terms and conditions set forth in the Master Agreement and this Participating Addendum.
Contractor shall maintain a list of such Designated Subcontractors utilized for this Participating
Addendum, and, upon request, promptly provide Enterprise Services with such list and any
updates.

e CONTRACTOR RESPONSIBILITY FOR SUBCONTRACTORS. Contractor shall be responsible to
ensure that all requirements of the Master Agreement (including, but not limited to, insurance
requirements, indemnification, Washington state business registration, etc.) flow down to any
and all Designated Subcontractors. In no event shall the existence of a subcontract between
Contractor and its subcontractor operate to release or reduce Contractor’s liability to the
Participating State or any Purchaser for any breach of the Master Agreement or this
Participating Addendum. As to Participating State and Purchasers hereunder, Contractor shall
have full and complete responsibility and liability for any act or omission by Contractor’s
Designated Subcontractors

e PURCHASER PAYMENT REGARDING CONTRACTOR’S DESIGNATED SUBCONTRACTORS.
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7.

ORDERS:

Notwithstanding any provision to the contrary, the parties understand and agree that for any
contract sales or service provided pursuant to the Master Agreement and this Participating
Addendum, Purchaser payment shall be made directly to Contractor as the awarded vendor
pursuant to the competitive procurement; provided, however, that, in the event any such
sales or services are performed by a Designated Subcontractor for Contractor, Contractor may
instruct such Purchaser to make payment for such sales or services to Contractor’s identified
Designated Subcontractor. Regardless of whether Contractor instructs a Purchaser to make
such payment to Contractor’s Designated Subcontractor, Contractor shall remain responsible
for performance

CONTRACT SALES REPORTING. Notwithstanding any provision to the contrary, Contractor shall
report to Enterprise Services total contract sales, delineated by purchaser, made by each
individual Designated Subcontractor and also report total contract sales, delineated by
purchaser, on a consolidated Contractor ‘roll-up’ basis. Contractor shall maintain records
supporting such reports in accordance with the Master Agreement’s records retention
requirements.

Unless the parties to the applicable purchase order agree in writing that another contract or

agreement applies to such order, any order placed by a Purchaser for goods/services available from
this Master Agreement shall be deemed to be a sale under (and governed by the prices and other
terms and conditions of) the Master Agreement as conditioned by this Participating Addendum.

GENERAL:

8.1.

8.2.

8.3.

8.4.

INTEGRATED AGREEMENT; MODIFICATION. This Participating Addendum and Master Agreement,
together with its exhibits, set forth the entire agreement and understanding of the Parties
with respect to the subject matter and supersedes all prior negotiations and
representations. This Participating Addendum may not be modified except in writing signed
by the Parties.

AUTHORITY. Each party to this Participating Addendum, and each individual signing on behalf
of each party, hereby represents and warrants to the other that it has full power and
authority to enter into this Participating Addendum and that its execution, delivery, and
performance of this Participating Addendum has been fully authorized and approved, and
that no further approvals or consents are required to bind such party.

ELECTRONIC SIGNATURES. An electronic signature or electronic record of this Participating
Addendum or any other ancillary agreement shall be deemed to have the same legal effect
as delivery of an original executed copy of this Participating Addendum or such other
ancillary agreement for all purposes.

COUNTERPARTS. This Participating Addendum may be executed in one or more counterparts,
each of which shall be deemed an original, and all of which counterparts together shall
constitute the same instrument which may be sufficiently evidenced by one counterpart.
Execution of this Participating Addendum at different times and places by the parties shall
not affect the validity thereof so long as all the parties hereto execute a counterpart of this
Participating Addendum.
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EXECUTED as of the date and year first above written.

STATE OF WASHINGTON
DEPARTMENT OF ENTERPRISE SERVICES

By Clena W&ow

Elena McGrew

Its: Enterprise Procurement Manager

Date: 5/2’2/2’3

MGT OF AMERICA CONSULTING, LLC,
A FLORIDA LIMITED LIABILITY COMPANY

By: A. Trey Traviesa

A. Trey Traviesa
Its: CEO

Date: 05.18.23
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